CODE REVIEW · TMS PLATFORM
Security & Administration
Presenter script: read it line by line
How to use this script
1. Normal black lines are what you SAY. Read them as they are, in order.
1. Blue lines with a ▶ are what you DO: a click, or a point on the screen. Do not read them out.
1. Each part starts with a SLIDE. Read the slide lines, then switch to the application and read the screen lines.
1. The boxes after each screen (If someone asks, Be careful) are for you only. Do not read them out.
1. Fill in your name where you see ______ on the first slide.
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Before you start
Checklist
1. Environment. Use a UAT or test environment, never production. Several screens in this module change real security settings the moment you click.
1. Three accounts. You need (1) an Admin user, (2) a basic user with only the default permissions, and (3) a key viewer: a user with acquirer.keys.view but not acquirer.keys.manage. Log in to each in a separate browser or private window.
1. Data for every screen. Make sure there are rows in the Audit Trail, at least one custom role in Role Management, a few rotation schedules and ceremony logs, at least one pending request in Key Management, and a few security policies.
1. Rehearse. Run each click path once with the right account. Confirm in particular that the basic user can open Audit & Compliance by typing the address, and check what the HSM adapter banner says on this environment.
1. Code references. Keep the finding register at the end of this document open. If engineers ask where something is, read the file and line from it. Do not open the code unless asked.
1. Browser and slides. Zoom to about 110 percent, close other tabs, turn off notifications, and open Presenter View for the speaker notes.

	Keep out of the demo
Do not change any user's System Role, even to prove finding 2. The dropdown saves the moment you choose a value.
Do not click Delete on users or roles.
Do not click Approve or Reject in Key Management. Approving sends a command to the HSM adapter.
Do not save any form on Rotation Schedules, Ceremony Logs, HSM or Security Policies. Open it, show it, then Cancel.
Do not use the Governance tab actions in Audit & Compliance: retention, purge, legal holds or SIEM sinks.
Do not scroll through real audit entries or user emails in front of an external audience.




Part 1: Opening
 SLIDE 1  ·  Welcome 
Good morning everyone, and thank you for your time.
My name is ______, and today I will take you through our review of Security and Administration.
This is a code review. We read the code behind every page in this part of the platform. We have not changed anything yet.
I will show you what we found, why it matters, and where you can see it in the application.
We have four areas today: User Roles, HSM and Keys, Audit Logs, and Security Policies.
 SLIDE 2  ·  What we reviewed 
Let me first show you what we looked at.
There are four areas in the Security and Administration menu.
First, User Roles. This is User Management, Role Management and Permission Management. It decides who can do what.
Second, HSM and Keys. These are the five pages for the hardware security module and our encryption keys.
Third, Audit Logs. This is the Audit and Compliance page. It is the record of who did what.
Fourth, Security Policies. These are Policies, Certificates and Encryption Configuration.
For every page, we asked four simple questions. Who can open it? Who can change things? What gets recorded? And does it actually work?


Part 2: How the pages are protected
 SLIDE 3  ·  Three layers protect every admin page 
Before the findings, let me explain how an admin page should be protected. This is our yardstick.
There are three layers.
Layer one is the route gate. Before the page even loads, the system checks that the user is allowed to view it.
Layer two is the in-page check. Every time someone creates, edits or deletes something, the system checks again that they are allowed to change it.
Layer three is the audit record. Every change is written to the audit log, with who did it, and the values before and after.
So the three layers answer three questions. Can this user open the page? Can this user change things? Can we prove who did it?
Please keep this in mind. Every finding today is a page where one of these layers is missing, or checks the wrong thing.
 SLIDE 4  ·  Scorecard: which layers hold 
Now let us see how each area scores against the three layers.
Please look at the orange text. Orange means a gap.
User Roles. To open the page, it only checks that you are logged in. To change things, it checks the wrong permission, and any Admin gets through. Changes are recorded.
HSM and Keys. Opening the pages is protected correctly. But two of the five pages have no check before a change. And no HSM change is recorded.
Audit Logs. Changes are checked and recorded. But the page itself is not protected. Anyone who is logged in can open it.
Security Policies. All three layers hold. This is the good example, and the model for the fixes.


Part 3: The findings at a glance
 SLIDE 5  ·  11 findings, 2 of them critical 
In total, we found eleven issues.
Two are critical. Audit data is exposed, and there is a path for an Admin to become Superuser.
Four are high. These are broken access checks, and pages that crash.
Three are medium. These are mostly in the HSM area: the safety of key approvals, and missing audit records.
Two are low. A gap in the policy register, and some small fixes.
 SLIDE 6  ·  All 11 findings at a glance 
Here is the full list on one page. Each finding has a number. I will use these numbers for the rest of the session.
Please notice where they are. Four are in User Roles, and four are in HSM and Keys. These two areas carry most of the risk.
Now let us go through them one by one, starting with the two critical ones.


Part 4: The two critical findings
 SLIDE 7  ·  Any logged-in user can read the audit trail 
Finding number one. Any logged-in user can read the full audit trail.
Please look at the left box. The page says, in its own documentation, that only users with the audit view permission can open it.
Now look at the right box. In reality, the page only checks that you are logged in. And the page does not check again inside.
So any user, even a basic read-only user, can open it.
What can they see? The full audit trail, the security events, the compliance findings, and the live stream of new audit events.
The good news: the actions on this page, like exports and retention changes, are protected correctly. So this is a read problem, not a write problem.
The fix is small. We put the page behind the audit view permission, the same as the other admin pages.
Let me show this in the application.
 IN THE APPLICATION  ·  Audit & Compliance 
Menu:  Security & Administration  >  Administration > Audit & Compliance
In one line:  This page is the record of who did what. Today, every logged-in user can open it.
▶  Log in as the Admin user. Open Audit & Compliance from the left menu.
This is Audit and Compliance. It has five tabs: Audit Trail, Compliance, Security, Reports and Governance.
▶  Point at the Audit Trail tab and a few rows.
The Audit Trail shows every recorded action: who did it, what they did, and when.
▶  Switch to the basic user's browser. Show that the menu does not list Audit & Compliance.
Now I am logged in as a basic user. This user has no audit permission, and the menu does not show this page.
▶  Type /audit-compliance after the site address and press Enter.
But if I type the address directly, the page opens.
▶  Point at the Audit Trail rows on the basic user's screen.
It is the same audit trail. This is finding number one.
If someone asks
	Question
	Answer

	Can a basic user change anything here?
	No. Exports, assessments, retention, legal holds and SIEM settings each check their own permission. This is a read-only exposure.

	How big is the fix?
	Small. Move the page into a route group that requires audit.log.view, the same way the Security Policies pages are set up.

	Has anyone misused it?
	We have not checked access history. The finding comes from the code.



	Be careful on this screen (for you only)
Rehearse with the basic user first, and confirm the page opens for them on this environment before you say it live.
Do not click Export, Generate report or anything on the Governance tab.
If the audit rows show real user emails and the audience is external, do not scroll through them.


 SLIDE 8  ·  An Admin can make themselves Superuser 
Finding number two. An Admin can make themselves Superuser.
It takes two steps. Step one: an Admin opens User Management. Step two: in the System Role column, they change their own role to Superuser.
The result: a Superuser skips every permission check in the platform.
Why is this possible? When someone changes a system role, the code does not check who is being changed, or which role is being given.
The platform clearly intends that only a Superuser can manage permissions. This path goes around that rule.
There is one more gap here. Nothing stops someone deleting their own account, or deleting the last Superuser.
The fix: only a Superuser can give the Admin or Superuser role, nobody can change their own role, and the last Superuser is protected.
Let me show where this is.
 IN THE APPLICATION  ·  User Management 
Menu:  Security & Administration  >  Administration > User Management
In one line:  This page manages users and their system roles. Any Admin can change any role here, including their own.
▶  As the Admin user, open User Management from the left menu.
This is User Management. Every user is listed, with their system role and their custom roles.
▶  Point at the System Role dropdown on your own row. Do not change it.
This is the System Role dropdown. It has three values: User, Admin and Superuser.
If I am an Admin and I choose Superuser here, on my own row, it is saved straight away. There is no second check.
I will not do it live, because it really changes the role.
▶  Point at Delete on your own row. Do not click it.
The same is true for Delete. I could delete my own account from here.
If someone asks
	Question
	Answer

	Is the change at least recorded?
	Yes. A change to Admin or Superuser is written to the audit log with critical severity. So it can be found afterwards, but it is not prevented.

	Who can use this page today?
	Users with the Admin or Superuser system role.

	Can a normal user do this?
	No. A normal user cannot use this page. That is finding 3.



	Be careful on this screen (for you only)
Never change a system role live. The dropdown saves the moment you choose a value; there is no Save button.
Do not click Delete.




Part 5: Access bugs in users and roles
 SLIDE 9  ·  Three access bugs in users and roles 
Now the high findings in User Roles. There are three bugs: numbers three, four and five.
Number three. Users without access crash the page. If a normal user opens User Management or Role Management, they should see a message: you don't have permission. Instead, the page fails. And every normal user sees the User Management link in the menu, so many people can hit this.
Number four. Custom-role permissions are ignored. These two pages check a permission called manage users, which does not exist. And the check only looks at permissions given directly to a user, not permissions that come from a role. So giving someone a custom role does nothing here. Only the Admin system role works.
Number five. Inactive roles still grant access. The screen says that inactive roles grant no permissions. But when the system looks up permissions, it never checks if the role is active. So switching a role off does nothing.
Number five matters most. An administrator thinks they removed access, but the access is still there.
Let me show the role screen.
 IN THE APPLICATION  ·  Role Management 
Menu:  Security & Administration  >  Administration > Role Management
In one line:  This page creates custom roles. Today, making a role inactive does not remove its access.
▶  As the Admin user, open Role Management from the left menu.
This is Role Management. Each custom role is a named set of permissions.
▶  Click Edit on a role. Point at the Active checkbox and its label.
Here is the Active checkbox. The label says: inactive roles grant no permissions.
That is what the screen promises. But today, the permission check does not look at this box. A user with an inactive role keeps all of its permissions.
▶  Click Cancel. Do not save.
▶  Optional, only if rehearsed: in the basic user's browser, click User Management in the menu.
And here is finding number three. A normal user clicks the link, and the page fails instead of showing a clear message.
If someone asks
	Question
	Answer

	Who is affected by finding 4?
	Anyone given user-management rights through a custom role. Today only the Admin and Superuser system roles can use these pages.

	Does Permission Management have the same bug?
	No. It uses the correct, shared permission check.

	Are any roles inactive today?
	We have not checked each environment. It is worth checking before the fix, because those users still have access.



	Be careful on this screen (for you only)
Cancel out of the role form. Saving changes real permissions.
The crash in finding 3 shows an error page. Rehearse it, and show it only to an internal audience.




Part 6: HSM and Key Management
 SLIDE 10  ·  Key records: who can change them 
Now HSM and Keys. HSM means hardware security module. It is the device that keeps our encryption keys safe.
There are five pages. All five are protected correctly for viewing. The difference is in changing things.
Please look at the table. HSM Dashboard and HSM Keys check the manage permission before a change. Key Management is even stricter: it needs two different people, one to request and one to approve.
But look at the orange rows. Rotation Schedules and Ceremony Logs have no check. Anyone who can view these pages can also change them. That is finding number six.
Now look at the last column. None of these pages write to the audit log. That is finding number nine.
Why does this matter? Ceremony logs are the evidence for key ceremonies, and an auditor asks for them. Today any viewer can add one, and the record does not even say who added it.
 IN THE APPLICATION  ·  Key Rotation Schedules and Key Ceremony Logs 
Menu:  Security & Administration  >  HSM & Key Management > Key Rotation Schedules
In one line:  These pages plan key rotation and record key ceremonies. Today, any viewer can change them.
▶  Log in as the key viewer. Open Key Rotation Schedules from the left menu.
I am logged in as a user who can only view keys.
▶  Point at the New Schedule button.
On the other HSM pages, this user sees no buttons. But here, the New Schedule button is shown, and it works.
▶  Click New Schedule, show the form, then click Cancel. Do not save.
I will not save, but the form would save for this user.
▶  Open Key Ceremony Logs. Point at the New Ceremony Log button.
It is the same on Key Ceremony Logs. And when a ceremony log is saved, it does not record who created it.
If someone asks
	Question
	Answer

	Which permission should be needed?
	acquirer.keys.manage, the same as HSM Dashboard and HSM Keys.

	Is anything recorded when a key record changes?
	Key operation requests record who requested and who approved. Device, key, rotation and ceremony changes are not written to the audit log.



	Be careful on this screen (for you only)
Cancel every form. Do not save.
Prepare the key viewer account beforehand: acquirer.keys.view, without acquirer.keys.manage.


 SLIDE 11  ·  How a key operation gets approved 
Now let us look at the most sensitive flow in this area: approving a key operation.
It has four steps. One, someone requests an operation, for example generating a key. It is saved as pending.
Two, a second person clicks Approve. The system checks: is it still pending? And is the approver a different person from the requester? This is the two-person rule, and it works correctly.
Three, the command is sent to the HSM.
Four, the result is saved.
We found three problems around these steps.
At step two, there is a race. If two approvers click at the same moment, both see pending, and the command is sent to the HSM twice. The fix: the update should only succeed while the status is still pending.
At step four, a false success. If the HSM sends an answer the code does not recognise, it is saved as completed. An unknown answer should be treated as a failure.
And behind step three, there is no real HSM. No environment is set up to use a real device, so every environment uses a stub, which is a simulator. Also, Rotate creates a new key but never retires the old one.
These are findings seven and eight.
 IN THE APPLICATION  ·  Key Management 
Menu:  Security & Administration  >  HSM & Key Management > Key Management
In one line:  This page requests and approves key operations, with two different people.
▶  Open Key Management from the left menu.
This is Key Management.
▶  Point at the HSM adapter banner at the top.
Please look at this banner. It shows which HSM adapter is in use. On this environment it says that approvals record a canned success, and no appliance is contacted. The application itself is showing us finding eight.
▶  Point at the Requested By and Approved By columns.
Each request shows who requested it and who approved it. These must be two different people.
▶  Point at Approve and Reject on a pending request. Do not click.
The approver uses these two buttons. I will not click them live.
If someone asks
	Question
	Answer

	Does the two-person rule work?
	Yes. The same person cannot request and approve. The system refuses it.

	How likely is the race?
	It needs two approvers to click at almost the same moment, so it is rare. But a duplicate HSM command can matter, and the fix is small.

	What does the stub do?
	It returns a fixed success answer. No device is contacted.



	Be careful on this screen (for you only)
Do not click Approve, even on the stub. It creates a completed operation record.
Read the banner before the session. If a real adapter is configured on this environment, do not say finding 8 applies here; say it applies wherever no adapter is set.




Part 7: Security Policies
 SLIDE 12  ·  Security Policies is a register, not a control 
The last area is Security Policies.
This page is well built. It has separate permissions for viewing and for changing, and every change is recorded, with the values before and after.
But please look at the big number: zero. No place in the code reads a policy value.
So the values do not change anything. For example, a policy can say what length a password must be. But the real rule is fixed in the code at twelve characters, whatever the policy says.
And the Enforced label is chosen by hand. Someone can mark a policy as Enforced even if no code enforces it, and the counts at the top of the page follow that label.
So this page is a register: a list of what we say we do. It is not a control. That is finding number ten. It is low, because it is about accuracy, not access.
Finding eleven is a group of small fixes: some edit forms open without a check, deleting a user can crash the page, and sign-up may be broken. They are listed in the table on slide six.
 IN THE APPLICATION  ·  Security Policies 
Menu:  Security & Administration  >  Security > Security Policies
In one line:  This page lists the security policies, and whether each one is enforced.
▶  Open Security Policies from the left menu.
This is Security Policies.
▶  Point at the three counts at the top.
At the top, we see how many policies are enforced in code, how many are advisory, and how many are disabled.
▶  Point at the Value, Reference and Enforcement columns on one row.
Each policy has a value, a reference to the standard it comes from, and an enforcement label.
▶  Click Edit on one policy and open the Enforcement dropdown. Then click Cancel.
The enforcement label is a simple choice in this form. Nothing checks it against the code.
If someone asks
	Question
	Answer

	What should we do about it?
	Two options. Connect the important policies to the code, for example password length. Or rename the label so it reads as our stated position, not as a status.

	Do Certificates and Encryption Configuration have the same problem?
	They follow the same pattern as this page: protected for viewing, checked before changes, and recorded. We found no access issues there.



	Be careful on this screen (for you only)
Cancel the form. Saving changes a policy and writes an audit record.
A viewer can also open the edit form (part of finding 11), but saving is blocked for them.




Part 8: Close
 SLIDE 13  ·  Thank you 
That brings us to the end.
To recap: we found eleven issues. The two critical ones are the open audit trail and the path from Admin to Superuser.
Thank you very much for your time.
I am happy to take your questions.


Finding register: where it is and how to fix it
For you only. Use this when someone asks where a finding is in the code, or what the fix would be. Line numbers are from the review branch and may move.
	Finding
	Where in the code
	Suggested fix

	1. Audit trail readable by any logged-in user
	platform_web/router.ex:95; audit_compliance_live.ex:29
	Move /audit-compliance into a live_session that requires audit.log.view.

	2. Admin can promote themselves to Superuser
	user_management_live.ex:147 (toggle_user_role) and :664; role_management_live.ex:410
	Only Superusers grant Admin or Superuser. Block changes to your own role. Protect the last Superuser from deletion or demotion.

	3. User and Role pages crash without access
	user_management_live.ex:9-29; role_management_live.ex:8-27
	Assign empty defaults, or redirect, when the user is not authorised.

	4. Custom-role permissions ignored
	user_management_live.ex:664-668; users.ex:647
	Use Authorization.can? with real permission names, which also covers role-based grants.

	5. Inactive roles still grant permissions
	authorization.ex:260-293
	Join the roles table and only count roles where active is true.

	6. Rotation Schedules and Ceremony Logs skip the write check
	key_rotation_schedules.ex:183-215; key_ceremony_logs.ex:144-154
	Check acquirer.keys.manage on new, edit and save. Store who created each ceremony log.

	7. Approvals can run twice; unknown replies saved as success
	tms_acquirer_core/context.ex:479-540
	Update only where status is still pending, before calling the HSM. Treat unknown replies as failed. Retire the old key on rotate.

	8. Real HSM never selected
	key_management/hsm_client.ex:30; config/*.exs
	Set :hsm_client for each environment.

	9. HSM writes leave no audit record
	tms_acquirer_core/context.ex:81-207
	Record an audit event for every HSM device, key, rotation and ceremony change.

	10. Policy values not read by any code
	platform_core/security.ex; users/user.ex (validate_password)
	Wire key policies into the code, or relabel Enforcement as a declaration.

	11. Small fixes
	security_live/policies.ex, hsm_dashboard.ex, hsm_keys.ex (edit); user_management_live.ex:124; user_registration_live.ex:62
	Check manage permission on edit. Handle a failed delete with a message. Send the role as user, not :user, and test sign-up.




Plain-language glossary
	Term
	Meaning

	Permission
	One named right, for example to view the audit log or to manage keys.

	Custom role
	A named set of permissions that can be given to users.

	System role
	The built-in level of a user: User, Admin or Superuser.

	Superuser
	A system role that skips every permission check.

	Route gate
	The check that runs before a page loads, so a user without permission cannot open it.

	Audit log / audit trail
	The record of who did what, and when, with values before and after.

	HSM
	Hardware security module: the device that stores and uses encryption keys safely.

	Key rotation
	Replacing a key with a new one on a schedule.

	Key ceremony
	A controlled, witnessed event where keys are created, loaded or destroyed.

	Two-person rule
	One person requests, a different person approves. Also called dual control.

	Stub
	A simulator that answers like the HSM, without any real device.

	Race
	Two actions happening at the same moment, so both pass a check meant for only one.

	Policy register
	A list of the security rules we say we follow, and their values.

	PCI DSS
	The card industry security standard that our audit and key controls must meet.
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